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WHY WE NEED CRYPTOGRAPHY

The only known practical means of protecting data
iIn @ communications network.

System security tool for online banking, payments
e-commerce and m-commerce to achieve:

a) confidentiality
b) integrity

c) authentication
d) digital signature




No password 1s secure
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ANATOMY OF A MAGNETIC STRIPE
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THE ACHILLES HEEL OF PAYMENT CARD SECURITY



CHIP AND MAGNETIC STRIPE

Debit MasterCard
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The chip cannot Dbe The magstripe 1s easily
cloned cloned
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Note: acquiring bank layer is not shown
MasterCard

BANKNET

ad Global Payments. Secure. Simple.
an Opus company



MAS Payment Card and Online Banking Security
Enhancement Roadmap

2010

2011

2012

2013

2014

DDA Credit/Debit Chip Card Migration
DDA ATM Chip Card Migration
One Time Password for Card Not Present

New/Replacement Card Activation

Cessation of Domestic Magstripe
Transactions for Credit/Debit Card

Transaction Alerts

Deactivation of Overseas Cash
Withdrawal for ATM Card

Transaction Signing for Online Banking

Deactivation of Overseas Use of Magstripe
for Credit/Debit/Prepaid Card

DDA: Dynamic Data Authentication ATM: Automated Teller Machine
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The Future of Digital Security

The future of digital banking 1s mobile
banking based on the omnipresent smartphone

The future of digital security for mobile
banking and payments 1s biometrics

Together, the smartphone and biometrics will
change the way we do banking and payments
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ONLINE BANKING SECURITY ARCHITECTURE

Security OTP & Biometrics
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BIOMETRICS
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Deployment of Biometrics 1n Banking
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Thank You

For any enquiries, please contact us at


mailto:enquiries@v-key.com

